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Fault Masking By Probabilistic Voting
B. Baykant ALAGOZ

Abstract: In this study, we introduced a probabilistic votergarding symbol probabilities in
decision process besides majority consensus. Ctiamah majority voter is independent of
functionality of redundant modules. In our studyppomsed probabilistic voter is designed
corresponding to functionality of the redundant mied We tested probabilistic voter for 3
and 5 redundant modules with random transient eynmserted the wires and it was seen
from simulation results that Multi-Modular Redundgn(M-MR) with Probabilistic Voting
(PV) had been shown better availability performati@n conventional majority voter.
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I ntroduction:

Majority voting is the most common voting techreqused in Multi-Modular
Redundancy (M-MR) for fault masking in digital sgsts. [1-4] The most basic one is bit-by-
bit majority voting, in which voter algorithm setsdhe most common output. In the Table 1,
truth table of conventional bit-by-bit majority wog for Triple Modular Redundancy (TMR)
was given to demonstrate output selection from mddat modules according to majority
consensus. In this tablg;, y» andys; are output of modules andrepresents voter output.
General architecture of M-MR system was shown ie figure 1. In older studies,
conventional majority voter was seen to capablmasking single errors which occurs when
one of three modules is faulty.

Table 1. Conventional bit-by-bit majority voting [3]

Y1 Y2 Y3 y
0 0 0 0
0 0 1 0
0 1 0 0
0 1 1 1
1 0 0 0
1 0 1 1
1 1 0 1
1 1 1 1
Y1
Module
Y2
Module | y
° Voter —
Module —I
Yk

Figure 1. Block diagram of the Multi-Modular Redundancy

Conventional bit-by-bit majority voting made iteedaision according to majority
consensus at outputs of redundant modules to silectnost reliable results. It does not
consider any information based on symbol probaslitderived from functionality of
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modules. In this paper, we proposed a bit-by-btingpalgorithm, which is rather aware of
module functionality, to increase availability of-MR. This awareness relies on error
probability of obtained result at output of the mla$. In this manner, we called proposed
voting algorithm as probabilistic voting. Probadiilc voting considerably raised availability
of M-MR in our simulations and also reduced the ptaxity of the voter circuitry.

In the next sections, we will suggest a probaixligoter design methodology and then
we will do performance comparison with conventionajority voter designed for TMR,
made of three redundant modules, and also 5MR, wiaiilee redundant modules.

Probabilistic Voting:

Let member of se{O,]} be output symbols of redundant moduigsy,, v,...y, - E, is
probability of symboI{O} being an error at output artd, is probability of symbol{]} being
an error at output of module. For redundant moduith n-bit input, logic function of
modules is defined b@" term in its truth table. Number of terms result§@ at output of
module is denoted by, . If symbol {1} at output is an error, probability of this erramcbe
expressed by

(1)

Number of terms resultin@]} at output of module is denoted Iy, and similarly, if symbol
{0} at output is an error, probability of this errande expressed by,

N,

EOZF

)

Lets expand truth table of bit-by-bit voter seeable 1 to Table 2.

Table 2. Generic truth table of probabilistic voting for RV

Cost for 0| Cost for 1
Y1 Y2 Y3 Co C y
0 0 0 Eo/3 0 0
0 0 1 Eo/2 E. X
0 1 0 Eo/2 E; X
0 1 1 Eo E./2 X
1 0 0 Eo/2 E; X
1 0 1 Eo E./2 X
1 1 0 Eo E./2 X
1 1 1 0 E./3 1

For a given particular logic functionX ' values in generic truth tables are determined
by following equation.

(|1 CisC -
0 C,<C,
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Here, C, is cost function for symbdj0} and C, is cost function for symbdf}. They
can be calculated by following formulas,

C,=— andC, =— 4)

HereV, is number of redundant modules yieldi{@ symbol at output an¥, is number of
redundant modules yieldinb} symbol at output. For the TMRV{,V,) couples can take

values given by the set {)(0,3), L2, (21, (3,0)}.

Probabilistic voting selects the output symbol,ickhhas lower cost by mean of
equation (3). Cost of each symbol is calculatededdmg onto probability of obtained
symbol being an errorg,, E,) and number of modules producing this symbgJ,¥,) as
expressed at equation (4). Probability of obtaisgehbol being an error was expressed by
equation (1) and equation (2) for each symbol uradsumption of the uniform distributed
random inputs applied to modules and under thismapson, (E,,E,) parameters is very
dependent on the functionality of the redundant m®dOn the other hand, number of
modules yielding a symbol reflects strength of sgmlamong redundant modules
Y1, ¥, Y5y, and cost function falls by strength of symbol. c®@inlower cost means lower

error probability and higher consensus, probahiligoter selects the symbol that has lower
cost as the most reliable output symbol.

Probabilistic Voter Design Examples:
In this section, we will demonstrate a design exanof probabilistic voters of TMR
for a given logic function. We can use Table 2 tisah generic truth table, subjecting

and E, . Lets consider 4-input logic function, of whichittn table was given in Table 3.

Table 3. Truth table of f function

o
—

(I FEN N PN N N N N e =l ==l == == "
RlR|k|r|lo|o|lo|o|r|r|r|r|loloolo|loc
Rlrlo|lo|lkr|r|lolo|lkr|r|lolor|rlolo|lo
Rlo|k|o|k|o|r|o|r|lo|r|lo|r|lo|r|lo
olr|o|r|o|o|o|o|o|o|o|o|o|lo|o|o
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Number of symbol0} in the table is 14.N, = 14 Number of symbol {1} in the table is
2.(N; =2) Number of input bits is 4.n(= 4)Using these parameters coming from logic
function, one can calculates error probability $gmbol {1} as E, =14/16 and for symbol
{0} as E, = 2/16. Now, we can construct truth table of probabiistioter for the logic

function given in Table 3. Considering Table 2,chrced truth table of probabilistic voter was
given in the Table 4.

Table 4. Truth table for Probabilistic voting

Cost for {0} | Cost for {1}
il L (C) (I e
0 0 0 2148 B 0
0 0 1 2/32 14/16 | 0
0 1 0 2/32 14/16 | 0
0 1 1 2/16 14/32 | 0
1 0 0 2/32 14/16 | 0
1 0 1 2/16 14/32 | 0
1 1 0 2/16 14/32 | 0
1 1 1 % 14/48 | 1

Logic equation of probabilistic voter originatedorin Table 4 can be written as
following,

y = yl |:y2 [y2 (5)

Simulation Results For Probabilistic Voter:

Faults on logic gates were assumed to result @m bitrat the output of the gate. This
error bit would be expectedly complement of corregsult. In simulations, error bits
satisfying desired error probabilities were insgi@ wires, which is connected to outputs of
faulty gates. Program for this error insertion naggbm used in the simulation is seen below.

Program: Error insertion to wire

% randis random number between 0.0000 and 1.0000
% Pe error probability for wirenet Variable for wire

if (rand < Pe)
net = not(net);
end if

In the simulation, 5000 inputs with uniform distition were applied to faulty
redundant modules for each error probability giuera range. Outputs of faulty redundant
modules were connected both of conventional mgjeoter and probabilistic voter. Correct
results were counted for availability calculaticefided by following equation,

A=<t

Tr ©
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Cr is number of correct output afid is number of total outputA is the availability

of the system.

In the Figure 2, availability of the faulty modul@vailability of TMR with
conventional majority voter and availability of TMMKth probabilistic voter are compared for
error probability of wires ranging 0.001 to 0.5.
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Figure 2. Availability comparison
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Figure 3. Number of errors at output of system
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It is seen from Figure 2 and Figure 3, probabdistoter exhibited superior fault
masking performance than conventional bit-by-bijarity voter. Besides, voter circuitry for
probabilistic voter has lower complexity than comvenal majority voter.

Probabilistic Voter Design For SMR:
Generic truth table of probabilistic voting for 5SMiRs given in Table 5.

Table5. Generic truth table of probabilistic voting for BM

Yi | Y2 | Y3 | Ya | ¥s Go G y
0 0| O 0 0| Eo/5 00 0
0 0 0 0 1| Eo/d E1 X
0 0| O 1 0| Eol/d Ex X
0 0 0 1 1| Eo/3 E./2 X
0 0| 1 0 0| Eold Ex X
0 0| 1 0 1| Eo/3 Ei/2 X
0 0 1 1 0| Eo/3 E./2 X
0 0| 1 1 1| Eo/2 E./3 X
0 1 0 0 0| Eo/d E1 X
0 1| 0 0 1| Eo/3 Ei/2 X
0 1 0 1 0| Eo/3 E./2 X
0 1 0 1 1| Eo/2 E./3 X
0 1] 1 0 0| Eo/3 Ei/2 X
0 1 1 0 1| Eo/2 E./3 X
0 1 1 1 0| Eo/2 E./3 X
0 1 1 1 1 Eo E./4 X
1 0| O 0 0| Eo/d Ex X
1 0 0 0 1| Eo/3 E./2 X
1 0 0 1 0| Eo/3 E./2 X
1 0 0 1 1| Eo/2 E./3 X
1 0 1 0 0| Eo/3 E./2 X
1 0 1 0 1| Eo/2 E./3 X
1 0 1 1 0| Eo/2 E./3 X
1 0 1 1 1 Eo E./4 X
1 1|0 0 0| Eo/3 Ei/2 X
1 1 0 0 1| Eo/2 E./3 X
1 1 0 1 0| Ep/2 E./3 X
1 1 0 1 1 Eo E./4 X
1 1 1 0 0| Ep/2 E./3 X
1 1 1 0 1 Eo E./4 X
1 1 1 1 0 Eo E./4 X
1 1 1 1 1 o0 E./5 1

Let design probabilistic voter for 5SMR with redamd module given as,
f =abeld+albleld+albleld+albled (7)

Relevant parameters fof function would beE, =12/16 and E, = 4/16 logic
equation of probabilistic voter inferred from Tablean be written as following,
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Y=y, 0, B B, O + v, O, O O, O + Y, B, Oy B, O

> i 8)
+y, O, B Oy, Oy +y, Oy, Oy Oy, By +yy Oy, By O, O

Obtained results from the simulation are illugicain the Figure 4 and Figure 5.

1 T T T T T T T T
. — - Faulty Module
TR=N —— SMR with majority voter .
‘,‘ —— SMRE with probahbilistic wter
n.ar
=
E
E 0.7k
|
=
=T
0.6
nar
n.4 L

1 oos oA 015 02 n2s 03 035 04 045 05
Errar P rabakility For Wires

Figure 4. Availability comparison

3':":”:' T T T T T T T T T
2500 -
2000 -
2
L -
&
1500 -
5 a
] "
E /
= 1000 - ’ — - Faulty Moduls )
— SMRE with majonity woter
—4— MR with probabilistic wter
so0+ -
s
1 1 1 1

|:| 1 1 1 1 1
1 oos oA n1s 02 025 03 0.3 04 0435 05
Emar Probability For Wire

Figure 5. Number of errors at output of system
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Conclusions:

Probabilistic voting regarding symbol probabiltias well as majority consensus was
seen to provide better availability and error maglperformance.

In the paper, we introduced a probabilistic votesign approach for digital systems.
Suggested probabilistic voter were demonstrateable to have better performance in case of
uniform distributed random error insertion to wiraad under application of uniformly
distributed random inputs. Other important pointb® consider that, complexity of the
probabilistic voter can be lower than conventiomaljority voter circuitry. This point gains
importance when high volume logic is needed to suppy M-MR particularly in Register
Transfer Level (RTL) designs. As a consequencehaiitistic voter designed for a specific
logic function can have better availability-comptgyperformance than conventional majority
voters designed for common-use.
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...to memory of my brother Serdar Onur Alag6z.



